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T his chapter discusses blast effects, building damage, inju-
ries, levels of protection, stand-off distance, and predicting 
blast effects. Specific blast design concerns and mitigation 

measures are discussed in Chapters 2 and 3. Explosive events have 
historically been a favorite tactic of terrorists for a variety of rea-
sons and this is likely to continue into the future. Ingredients for 
homemade bombs are easily obtained on the open market as are 
the techniques for making bombs. Also, explosive events are easy 
and quick to execute. Vehicle bombs have the added advantage 
of being able to bring a large quantity of explosives to the door-
step of the target undetected. Finally, terrorists often attempt to 
use the dramatic component of explosions, in terms of the sheer 
destruction they cause, to generate media coverage in hopes of 
transmitting their political message to the public. The DoD, GSA, 
and DOS have considerable experience with blast effects and blast 
mitigation. However, many architects and building designers do 
not have such experience. For additional information on explo-
sive blast, see FEMA 427, Primer for Design of Commercial Buildings to 
Mitigate Terrorist Attacks.

4.1   BLAST EFFECTS

When a high order explosion is initiated, a very rapid exothermic 
chemical reaction occurs. As the reaction progresses, the solid 
or liquid explosive material is converted to very hot, dense, 
high-pressure gas. The explosion products initially expand at 
very high velocities in an attempt to reach equilibrium with the 
surrounding air, causing a shock wave. A shock wave consists of 
highly compressed air, traveling radially outward from the source 
at supersonic velocities. Only one-third of the chemical energy 
available in most high explosives is released in the detonation 
process. The remaining two-thirds is released more slowly as the 
detonation products mix with air and burn. This afterburning 
process has little effect on the initial blast wave because it occurs 
much slower than the original detonation. However, later stages 
of the blast wave can be affected by the afterburning, particularly 
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4-3EXPLOSIVE BLAST

for explosions in confined spaces. As the shock wave expands, 
pressures decrease rapidly (with the cube of the distance) because 
of geometric divergence and the dissipation of energy in heating 
the air. Pressures also decay rapidly over time (i.e., exponentially) 
and have a very brief span of existence, measured typically in 
thousandths of a second, or milliseconds . An explosion can be vi-
sualized as a “bubble” of highly compressed air that expands until 
reaching equilibrium with the surrounding air.

Explosive detonations create an incident blast wave, characterized 
by an almost instantaneous rise from atmospheric pressure to a 
peak overpressure. As the shock front expands pressure decays 
back to ambient pressure, a negative pressure phase occurs that 
is usually longer in duration than the positive phase as shown in 
Figure 4-1. The negative phase is usually less important in a design 
than the positive phase.

When the incident pressure wave impinges on a structure that is 
not parallel to the direction of the wave’s travel, it is reflected and 
reinforced, producing what is known as reflected pressure. The 

Figure 4-1        Typical pressure-time history
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reflected pressure is always greater than the incident pressure 
at the same distance from the explosion. The reflected pres-
sure varies with the angle of incidence of the shock wave. When 
the shock wave impinges on a surface that is perpendicular to 
the direction it is traveling, the point of impact will experience 
the maximum reflected pressure. When the reflecting surface 
is parallel to the blast wave, the minimum reflected pressure or 
incident pressure will be experienced. In addition to the angle of 
incidence, the magnitude of the peak reflected pressure is depen-
dent on the peak incident pressure, which is a function of the net 
explosive weight and distance from the detonation.

Figure 4-2 shows typical reflected pressure coefficients versus the 
angle of incidence for four different peak incident pressures. 
The reflected pressure coefficient equals the ratio of the peak re-
flected pressure to the peak incident pressure (Cr = Pr / Pi). This 
figure shows that reflected pressures for explosive detonations 

Figure 4-2        Reflected pressure coefficient vs. angle of incidence
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4-5EXPLOSIVE BLAST

can be almost 13 times greater than peak incident pressures and, 
for all explosions, the reflected pressure coefficients are signifi-
cantly greater closer to the explosion.

Impulse is a measure of the energy from 
an explosion imparted to a building. 
Both the negative and positive phases of 
the pressure-time waveform contribute 
to impulse. Figure 4-3 shows how im-
pulse and pressure vary over time from a 
typical explosive detonation. The magni-
tude and distribution of blast loads on a 
structure vary greatly with several factors:

❍		Explosive properties (type of material, energy output, and 
quantity of explosive)

Figure 4-3        Typical impulse waveform

The integrated area under the pressure verse time function is known 
as the impulse: 

 I = ∫P(t)dt
 I = impulse (psi-ms or Mpa-ms)

 P = Pressure (psi or MPa)

 T = time (ms)
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❍		Location of the detonation relative to the structure

❍		Reinforcement of the pressure pulse through its interaction 
with the ground or structure (reflections)

The reflected pressure and the reflected impulse are the forces to 
which the building ultimately responds. These forces vary in time 
and space over the exposed surface of the building, depending on 
the location of the detonation in relation to the building. There-
fore, when analyzing a structure for a specific blast event, care 
should be taken to identify the worst case explosive detonation 
location.

In the context of other hazards (e.g., earthquakes, winds, or floods), 
an explosive attack has the following distinguishing features:

❍		The intensity of the pressures acting on a targeted building 
can be several orders of magnitude greater than these other 
hazards. It is not uncommon for the peak incident pressure to 
be in excess of 100 psi on a building in an urban setting for a 
vehicle weapon parked along the curb. At these pressure levels, 
major damages and failure are expected. 

❍		Explosive pressures decay extremely rapidly with distance from 
the source. Therefore, the damages on the side of the building 
facing the explosion may be significantly more severe than on 
the opposite side. As a consequence, direct air-blast damages 
tend to cause more localized damage. In an urban setting, 
however, reflections off surrounding buildings can increase 
damages to the opposite side.

❍		The duration of the event is very short, measured in 
thousandths of a second, or milliseconds. This differs from 
earthquakes and wind gusts, which are measured in seconds, 
or sustained wind or flood situations, which may be measured 
in hours. Because of this, the mass of the structure has a 
strong mitigating effect on the response because it takes time 
to mobilize the mass of the structure. By the time the mass is 
mobilized, the loading is gone, thus mitigating the response. 
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This is the opposite of earthquakes, whose imparted forces are 
roughly in the same timeframe as the response of the building 
mass, causing a resonance effect that can worsen the damage.

4.1.1  Building Damage

The extent and severity of damage and injuries in an explosive 
event cannot be predicted with perfect certainty. Past events show 
that the unique specifics of the failure sequence for a building sig-
nificantly affect the level of damage. Despite these uncertainties, it 
is possible to give some general indications of the overall level of 
damage and injuries to be expected in an explosive event, based 
on the size of the explosion, distance from the event, and assump-
tions about the construction of the building. 

Damage due to the air-blast shock wave may be divided into direct 
air-blast effects and progressive collapse. Direct air-blast effects 
are damage caused by the high-intensity pressures of the air-blast 
close in to the explosion and may induce the localized failure of 
exterior walls, windows, floor systems, columns, and girders. A dis-
cussion of progressive collapse can be found in Chapter 3.

The air blast shock wave is the primary damage mechanism in an 
explosion. The pressures it exerts on building surfaces may be 
several orders of magnitude greater than the loads for which the 
building is designed. The shock wave also acts in directions that 
the building may not have been designed for, such as upward on 
the floor system. In terms of sequence of response, the air-blast 
first impinges on the weakest point in the vicinity of the device 
closest to the explosion, typically the exterior envelope of the 
building. The explosion pushes on the exterior walls at the lower 
stories and may cause wall failure and window breakage. As the 
shock wave continues to expand, it enters the structure, pushing 
both upward and downward on the floors (see Figure 4-4).

Floor failure is common in large-scale vehicle-delivered explosive 
attacks, because floor slabs typically have a large surface area for 
the pressure to act on and a comparably small thickness. In terms 
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Figure 4-4        Blast pressure effects on a structure

of the timing of events, the building is engulfed by the shock wave 
and direct air-blast damage occurs within tens to hundreds of mil-
liseconds from the time of detonation. If progressive collapse is 
initiated, it typically occurs within seconds.

SOURCE: NAVAL FACILITIES ENGINEERING SERVICE CENTER, USER’S GUIDE ON PROTECTION AGAINST TERRORIST VEHICLE BOMBS, 
MAY 1998
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Glass is often the weakest part of a building, breaking at low pres-
sures compared to other components such as the floors, walls, 
or columns. Past incidents have shown that glass breakage may 
extend for miles in large external explosions. High-velocity glass 
fragments have been shown to be a major contributor to injuries 
in such incidents. For incidents within downtown city areas, falling 
glass poses a major hazard to passersby on the sidewalks below and 
prolongs post-incident rescue and cleanup efforts by leaving tons 
of glass debris on the street. Specific glazing design considerations 
are discussed in Chapter 3.

4.1.2  Injuries

Severity and type of injury patterns incurred in explosive events 
may be related to the level of structural damage. The high pres-
sure of the air-blast that enters through broken windows can cause 
eardrum damage and lung collapse. As the air-blast damages the 
building components in its path, missiles are generated that cause 
impact injuries. Airborne glass fragments typically cause pen-
etration or laceration-type injuries. Larger fragments may cause 
non-penetrating, or blunt trauma, injuries. Finally, the air-blast 
pressures can cause occupants to be bodily thrown against objects 
or to fall. Lacerations due to high-velocity flying glass fragments 
have been responsible for a significant portion of the injuries 
received in explosion incidents. In the bombing of the Murrah 
Federal Building in Oklahoma City, for instance, 40 percent of 
the survivors in the Murrah Federal Building cited glass as con-
tributing to their injuries. Within nearby buildings, laceration 
estimates ranged from 25 percent to 30 percent.

4.1.3  Levels of Protection

The amount of explosive and the resulting blast dictate the level 
of protection required to prevent a building from collapsing or 
minimizing injuries and deaths. Table 4-1 shows how the DoD cor-
relates levels of protection with potential damage and expected 
injuries. The GSA and the Interagency Security Committee (ISC) 
also use the level of protection concept. However, wherein the 
DoD has five levels, they have established four levels of protection. 
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The GSA and ISC levels of protection can be found in GSA PBS-P100, Facilities Standards for the 
Public Buildings Service, November 2000, Section 8.6.

Table 4-1: DoD Minimum Antiterrorism (AT) Standards for New Buildings*

Level of 
Protection Potential Structural Damage Potential Door and Glazing 

Hazards Potential Injury

Below AT 
standards

Severely damaged. Frame collapse/
massive destruction. Little left 
standing. 

Doors and windows fail and result in 
lethal hazards 

Majority of personnel 
suffer fatalities. 

Very Low Heavily damaged - onset of structural 
collapse. Major deformation of 
primary and secondary structural 
members, but progressive collapse is 
unlikely. Collapse of non-structural 
elements. 

Glazing will break and is likely to be 
propelled into the building, resulting 
in serious glazing fragment injuries, 
but fragments will be reduced. 
Doors may be propelled into rooms, 
presenting serious hazards. 

Majority of personnel 
suffer serious injuries. 
There are likely to be 
a limited number (10 
percent to 25 percent) of 
fatalities. 

Low Damaged – unrepairable. 

Major deformation of non-structural 
elements and secondary structural 
members, and minor deformation 
of primary structural members, but 
progressive collapse is unlikely. 

Glazing will break, but fall within 
1 meter of the wall or otherwise 
not present a significant fragment 
hazard. Doors may fail, but they 
will rebound out of their frames, 
presenting minimal hazards. 

Majority of personnel 
suffer significant injuries. 
There may be a few 
(<10 percent) fatalities. 

Medium Damaged – repairable. 

Minor deformations of non-structural 
elements and secondary structural 
members and no permanent 
deformation in primary structural 
members. 

Glazing will break, but will remain in 
the window frame. Doors will stay in 
frames, but will not be reusable. 

Some minor injuries, but 
fatalities are unlikely. 

High Superficially damaged. 

No permanent deformation of 
primary and secondary structural 
members or non-structural elements. 

Glazing will not break. Doors will be 
reusable. 

Only superficial injuries 
are likely. 

* THE DoD UNIFIED FACILITIES CRITERIA (UFC), DoD MINIMUM ANTITERRORISM STANDARDS FOR BUILDINGS, UFC 4-010-01 31 JULY 2002
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The levels of protection above can roughly be correlated for con-
ventional construction without any blast hardening to the incident 
pressures shown in Table 4-2.

Table 4-2: Correlation of DoD Level of Protection to Incident Pressure

Level of Protection Incident Pressure (psi)

High 1.1

Medium 1.8

Low 2.3

Figure 4-5 shows an example of a range-to-effect chart that in-
dicates the distance or stand-off to which a given size bomb will 
produce a given effect (see Section 4.2). This type of chart can 
be used to display the blast response of a building component 
or window at different levels of protection. It can also be used to 
consolidate all building response information to assess needed ac-
tions if the threat weapon-yield changes. For example, an amount 
of explosives are stolen and indications are that they may be used 
against a specific building. A building-specific range-to-effect chart 
will allow quick determination of the needed stand-off for the 
amount of explosives in question, after the explosive weight is con-
verted to TNT equivalence. 

Research performed as part of the threat assessment process 
should identify bomb sizes used in the locality or region. Security 
consultants have valuable information that may be used to evaluate 
the range of likely charge weights. Given an explosive weight and a 

stand-off distance, Figure 4-5 can be 
used to predict damage for nominal 
building construction.

Figures 4-6 and 4-7 show blast ef-
fects predictions for a building based 
on a typical car bomb and a typical 
large truck bomb detonated in the 

For design purposes, large-scale truck bombs typically contain 10,000 

pounds or more of TNT equivalent, depending on the size and capacity 

of the vehicle used to deliver the weapon. Vehicle bombs that utilize 

vans down to small sedans typically contain 4,000 to 500 pounds of TNT 

equivalent, respectively. A briefcase bomb is approximately 50 pounds, 

and a pipe bomb is generally in the range of 5 pounds of TNT equivalent.
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Figure 4-5        Explosives environments - blast range to effects

building’s parking lot, respectively. A computer-based Geographic 
Information System (GIS) was used to analyze the building's ve-
hicular access and circulation pattern to determine a reasonable 
detonation point for a vehicle bomb. Structural blast analysis was 
then performed using nominal explosive weights and a nominal 
building structure. The results are shown in Figures 4-6 and 4-7. 

SO
U

RC
E:

 D
EF

EN
SE

 T
H

RE
AT

 R
ED

U
C

TI
O

N
 A

G
EN

C
Y

Building Terrorism Mitigation – Blast and CBR Measures – F04-002 

 

4-11

 



Figure 4- 6       Blast analysis of a building for a typical car bomb 
detonated in the building’s parking lot

Figure 4-7        Blast analysis of a building for a typical large truck 
bomb detonated in the building’s parking lot
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4-12 EXPLOSIVE BLAST

The red ring indicates the area in which structural collapse is 
predicted. The orange and yellow rings indicate predictions for 
lethal injuries and severe injuries from glass, respectively. Please 
note that nominal inputs were used in this analysis and they are 
not a predictive examination.

In the case of a stationary vehicle bomb, knowing the size of the 
bomb (TNT equivalent in weight), its distance from the structure, 
how the structure is put together, and the materials used for walls, 
framing, and glazing allows the designer to determine the level 
of damage that will occur and the level of protection achieved. 
Whether an existing building or a new construction, the designer 
can then select mitigation measures as presented in this chapter 
and in Chapters 2 and 3 to achieve the level of protection desired.

4.2   STAND-OFF DISTANCE AND THE 
EFFECTS OF BLAST   

Energy from a blast decreases rapidly over distance. In general, 
the cost to provide asset protection will decrease as the distance 
between an asset and a threat increases, as shown in Figure 4-8. 
However, increasing stand-off also requires more land and more 
perimeter to secure with barriers, resulting in an increased 
cost not reflected in Figure 4-8. As stand-off increases, blast 
loads generated by an explosion decrease and the amount of 

Figure 4-8        Relationship of cost to stand-off distance

SOURCE: U.S. AIR FORCE, INSTALLATION 
FORCE PROTECTION GUIDE
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hardening necessary to provide the required level of protection 
decreases. Figure 4-9 shows how the impact of a blast will decrease 
as the stand-off distance increases, as indicated in the blast analysis 
of the Khobar Towers incident. Increasing the stand-off distance 
from 80 to 400 feet would have significantly limited the damage 
to the building and hazard to occupants, the magnitude of which 
is shown as the yellow and red areas in Figure 4-9. Additional con-
cepts of stand-off distance are discussed in Section 2.3. 

The critical location of the weapon is a function of the site, the 
building layout, and the security measures in place. For vehicle 
bombs, the critical locations are considered to be at the closest 
point that a vehicle can approach on each side, assuming that all 
security measures are in place. Typically, this is a vehicle parked 
along the curb directly outside the building, or at the entry con-
trol point where inspection takes place. For internal weapons, 
location is dictated by the areas of the building that are publicly 
accessible (e.g., lobbies, corridors, auditoriums, cafeterias, or 
gymnasiums). Range or stand-off is measured from the center of 
gravity of the charge located in the vehicle or other container to 
the building component under consideration. 

Defining appropriate stand-off distance for a given building com-
ponent to resist explosive blast effects is difficult. Often, in urban 
settings, it is either not possible or practical to obtain appropriate 
stand-off distance. Adding to the difficulty is the fact that defining 
appropriate stand-off distance requires a prediction of the explo-
sive weight of the weapon. In the case of terrorism, this is tenuous 
at best.

The DoD prescribes minimum stand-off distances based on the 
required level of protection. Where minimum stand-off distances 
are met, conventional construction techniques can be used with 
some modifications. In cases where the minimum stand-off cannot 
be achieved, the building must be hardened to achieve the re-
quired level of protection (see Unified Facilities Criteria – DoD 
Minimum Antiterrorism Standards for Buildings, UFC 4-010-01, 
31 July 2002).
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Figure 4-9        Stand-off distance and its relationship to blast impact as modeled on 
the Khobar Towers site
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The GSA and ISC Security Criteria do not require or mandate 
specific stand-off distances. Rather, they provide protection perfor-
mance criteria. In order to economically meet these performance 
standards, they present recommended stand-off distances for ve-
hicles that are parked on adjacent properties and for vehicles that 
are parked on the building site (see GSA Security Criteria, Draft Revi-
sion, October 8, 1997, and ISC Security Design Criteria for New Federal 
Office Buildings and Major Modernization Projects, May 28, 2001). 

Site and layout design guidance as well as specific mitigation mea-
sures to enhance stand-off and enhance protection from explosive 
blast are discussed in Chapter 2. 

4.3   PREDICTING BLAST EFFECTS

4.3.1  Blast Load Predictions
The first step in predicting blast effects on a building is to predict 
blast loads on the structure. For a detonation that is exterior to a 
building, it is the blast pressure pulse that causes damage to the 
building. Because the pressure pulse varies based on stand-off dis-
tance, angle of incidence, and reflected pressure over the exterior 
of the building, the blast load prediction should be performed at 
multiple threat locations; however, worse case conditions are nor-
mally used for decision-making.

For complex structures requiring refined estimates of blast load, 
blast consultants may use sophisticated methods such as Computa-
tional Fluid Dynamics (CFD) computer programs to predict blast 
loads. These complex programs require special equipment and 
training to run.

In most cases, especially for design purposes, more simplified 
methods may be used by blast consultants to predict blast loads. 
The overpressure is assumed to instantaneously rise to its peak 
value and decay linearly to zero in a time known as the duration 
time. In order to obtain the blast load, a number of different 
tools can be used. Tables of pre-determined values may be used 
(see GSA Security Reference Manual: Part 3 – Blast Design & Assess-
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ment Guidelines, July 31, 2001) or computer programs may be 
used, such as: 1

❍ ATBLAST (GSA)

❍ CONWEP (U.S. Army Engineer Research and Development 
Center)

Figure 4-10 provides a quick method for predicting the expected 
overpressure (expressed in pounds per square inch or psi) on a 
building for a specific explosive weight and stand-off distance. 
Enter the x-axis with the estimated explosive weight a terrorist 
might use and the y-axis with a known stand-off distance from a 
building. By correlating the resultant effects of overpressure with 

Figure 4-10      Incident overpressure measured in pounds per square inch, as a function of stand-off 
distance and net explosive weight (pounds-TNT)
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 1For security reasons, the distribution of these computer programs is limited. 
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other data, the degree of damage that the various components of 
a building might receive can be estimated. The vehicle icons in 
Figures 4-5 and 4-10 indicate the relative size of the vehicles that 
might be used to transport various quantities of explosives.

4.3.2  Blast Effects Predictions

After the blast load has been predicted, damage levels may be eval-
uated by explosive testing, engineering analysis, or both. Explosive 
testing is actively conducted by Federal Government agencies 
such as the Defense Threat Reduction Agency, DOS, and GSA. 
Manufacturers of innovative products also conduct explosive test 
programs to verify the effectiveness of their products. 

Often, testing is too expensive an option for the design community 
and an engineering analysis is performed instead. To accurately 
represent the response of an explosive event, the analysis needs to 
be time dependent and account for non-linear behavior.

Non-linear dynamic analysis techniques are similar to those cur-
rently used in advanced seismic analysis. Analytical models range 
from equivalent single-degree-of-freedom (SDOF) models to 
finite element (FEM) representation. In either case, numerical 
computation requires adequate resolution in space and time to ac-
count for the high-intensity, short-duration loading and non-linear 
response. The main problems are the selection of the model, the 
appropriate failure modes, and, finally, the interpretation of the 
results for structural design details. Whenever possible, results are 
checked against data from tests and experiments on similar struc-
tures and loadings. Available computer programs include:

❍ AT Planner (U.S. Army Engineer Research and Development 
Center)

❍ BEEM (Technical Support Working Group)

❍ BLASTFX (Federal Aviation Administration)

Components such as beams, slabs, or walls can often be modeled 
by a SDOF system. The response can be found by using the charts 
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4-18 EXPLOSIVE BLAST

developed by Biggs and military handbooks. For more complex 
elements, the engineer must resort to numerical time integration 
techniques. The time and cost of the analysis cannot be ignored 
in choosing analytical procedures. SDOF models are suitable for 
numerical analysis on PCs and micro-computers, but the most 
sophisticated FEM systems (with non-linear material models and 
options for explicit modeling of reinforcing bars) may have to be 
carried out on mainframes. Because the design analysis process 
is a sequence of iteration, the cost of analysis must be justified in 
terms of benefits to the project and increased confidence in the 
reliability of the results. In some cases, an SDOF approach will 
be used for the preliminary design and a more sophisticated ap-
proach, using finite elements, will be used for the final design.

Table 4-3 provides estimates of incident pressures at which 
damage may occur.

Table 4-3: Damage Approximations

Damage Incident 
Overpressure (psi)

Typical window glass breakage 0.15 – 0.22

Minor damage to some buildings 0.5 – 1.1

Panels of sheet metal buckled 1.1 – 1.8

Failure of concrete block walls 1.8 – 2.9

Collapse of wood framed buildings Over 5.0

Serious damage to steel framed buildings 4 – 7

Severe damage to reinforced concrete structures 6 – 9

Probable total destruction of most buildings 10 – 12

SOURCE: EXPLOSIVE SHOCKS IN AIR, KINNEY & GRAHM, 1985; FACILITY DAMAGE AND 
PERSONNEL INJURY FROM EXPLOSIVE BLAST, MONTGOMERY & WARD, 1993; AND THE 
EFFECTS OF NUCLEAR WEAPONS, 3RD EDITION, GLASSTONE & DOLAN, 1977
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Additional sources of information: 

❍ Air Force Engineering and Services Center. Protective 
Construction Design Manual, ESL-TR-87-57. Prepared for 
Engineering and Services Laboratory, Tyndall Air Force Base, 
FL. (1989).

❍ U.S. Department of the Army. Fundamentals of Protective 
Design for Conventional Weapons, TM 5-855-1. Washington, DC, 
Headquarters, U.S. Department of the Army. (1986).

❍ U.S. Department of the Army. Security Engineering, TM 5-
853 and Air Force AFMAN 32-1071, Volumes 1, 2, 3, and 4. 
Washington, DC, Departments of the Army and Air Force. (1994).

❍ U.S. Department of the Army. Structures to Resist the Effects of 
Accidental Explosions, Army TM 5-1300, Navy NAVFAC P-397, 
AFR 88-2. Washington, DC, Departments of the Army, Navy, 
and Air Force. (1990).

❍ U.S. Department of Energy. A Manual for the Prediction of 
Blast and Fragment Loading on Structures, DOE/TIC 11268. 
Washington, DC, Headquarters, U.S. Department of Energy. 
(1992).

❍ U.S. General Services Administration. GSA Security Reference 
Manual: Part 3 Blast Design and Assessment Guidelines. (2001).

❍ Biggs, John M. Introduction to Structural Dynamics. McGraw-
Hill. (1964).

❍ The Institute of Structural Engineers. The Structural Engineer’s 
Response to Explosive Damage. SETO, Ltd., 11 Upper Belgrave 
Street, London SW1X8BH. (1995).

❍ Mays, G.S. and Smith, P.D. Blast Effects on Buildings: Design 
of Buildings to Optimize Resistance to Blast Loading. Thomas 
Telford Publications, 1 Heron Quay, London E14 4JD. (1995).

❍ National Research Council. Protecting Buildings from Bomb 
Damage. National Academy Press. (1995).
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T his chapter is based on guidance from the CDC/NIOSH 
and the DoD and presents protective measures and actions 
to safeguard the occupants of a building from CBR threats. 

Evacuation, sheltering in place, personal protective equipment, 
air filtration and pressurization, and exhausting and purging will 
be discussed, as well as CBR detection1. Additionally, CBR design 
mitigation measures are discussed in Chapter 3 and Appendix C 
contains a glossary of CBR terms and a summary of CBR agent 
characteristics.

Recent terrorist events have increased interest in the vulnerability 
of buildings to CBR threats. Of particular concern are building 
HVAC systems, because they can become an entry point and distri-
bution system for airborne hazardous contaminants. Even without 
special protective systems, buildings can provide protection in 
varying degrees against airborne hazards that originate outdoors. 
Conversely, the hazards produced by a release inside a building 
can be much more severe than a similar release outdoors. Because 
buildings allow only a limited exchange of air between indoors 
and outdoors, not only can higher concentrations occur when 
there is a release inside, but hazards may persist longer indoors.

After the presence of an airborne hazard is detected, there are 
five possible protective actions for a building and its occupants. In 
increasing order of complexity and cost, these actions are:

1. Evacuation

2. Sheltering in Place

3. Personal Protective Equipment

4. Air Filtration and Pressurization

5. Exhausting and Purging

1This chapter includes a number of protective measures that are included for informational 
purposes only. It is not the intention of FEMA to endorse any particular product or protective 
measure.
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These actions are implemented, singly or in combination, when 
a hazard is present or known to be imminent. To ensure these 
actions will be effective, a protective-action plan specific to each 
building, as well as training and familiarization for occupants, is 
required. Exhausting and purging is listed last because it is usually 
the final action after any airborne hazard incident.

5.1   EVACUATION

Evacuation is the most common protective action taken when an 
airborne hazard, such as smoke or an unusual odor, is perceived 
in a building. In most cases, existing plans for fire evacuation 
apply. Orderly evacuation is the simplest and most reliable ac-
tion for an internal airborne hazard. However, it may not be the 
best action in all situations, especially in the case of an external 
CBR release or plume, particularly one that is widespread. If the 
area covered by the plume is too large to rapidly and safely exit, 
sheltering in place should be considered. If a CBR agent has infil-
trated the building and evacuation is deemed not to be safe, the 
use of protective hoods may be appropriate. Two considerations 
in non-fire evacuation are: 1) to determine if the source of the 
airborne hazard is internal or external, and 2) to determine if 
evacuation may lead to other risks. Also, evacuation and assembly 
of occupants should be on the upwind side of the building and 
at least 100 feet away, because any airborne hazard escaping the 
building will be carried downwind.

5.2   SHELTERING IN PLACE 

In normal operations, a building does little to protect occupants 
from airborne hazards outside the building because outdoor 
air must be continuously introduced to provide a comfortable, 
healthy indoor environment. However, a building can provide 
substantial protection against agents released outdoors if the flow 
of fresh air is filtered/cleaned, or temporarily interrupted or re-
duced. Interrupting the flow of fresh air is the principle applied in 
the protective action known as sheltering in place.
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The advantage of sheltering in place is that it can be implemented 
rapidly. The disadvantage is that its protection is variable and di-
minishes with the duration of the hazard. Sheltering requires that 
two distinct actions be taken without delay to maximize the passive 
protection a building provides: 

❍	First, reduce the indoor-outdoor air exchange rate before 
the hazardous plume arrives. This is achieved by closing all 
windows and doors, and turning off all fans, air conditioners, 
and combustion heaters.

❍	Second, increase the indoor-outdoor air exchange rate as 
soon as the hazardous plume has passed. This is achieved by 
opening all windows and doors, and turning on all fans to 
ventilate the building. 

The level of protection that can be attained by sheltering in place 
is substantial, but it is less than can be provided by high effi-
ciency filtration of the fresh air introduced into the building. The 
amount of protection varies with:

❍		The building’s air exchange rate. The tighter the building (i.e., 
the lower the air exchange rate), the greater the protection it 
provides. In most cases, air conditioners and combustion heaters 
cannot be operated while sheltering in place because operating 
them increases the indoor-outdoor exchange of air. 

❍		The duration of exposure. Protection varies with time, 
diminishing as the time of exposure increases. Sheltering 
in place is, therefore, suitable only for exposures of short 
duration, roughly 2 hours or less, depending on conditions. 

❍		Purging or period of occupancy. How long occupants remain 
in the building after the hazardous plume has passed also 
affects the level of protection. Because the building slowly 
purges contaminants that have entered it, at some point 
during plume passage, the concentration inside exceeds the 
concentration outside. Maximum protection is attained by 
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increasing the air exchange rate after plume passage or by 
exiting the building into clean air. 

❍		Natural filtering. Some filtering occurs when the agent is 
deposited in the building shell or upon interior surfaces as air 
passes into and out of the building. The tighter the building, 
the greater the effect of this natural filtering. 

In a home, taking the actions required for sheltering (i.e., closing 
windows and doors, and turning off all air conditioners, fans, and 
combustion heaters) is relatively simple. Doing so in a commercial 
or apartment building may require more time and planning. All 
air handling units must be turned off and any dampers for outside 
air must be closed. Procedures for a protective action plan, there-
fore, should include:

❍	Identifying all air handling units, fans, and the switches 
needed to deactivate them.

❍	Identifying cracks, seams, joints, and pores in the building 
envelope to be temporarily sealed to further reduce outside 
air infiltration. Keeping emergency supplies, such as duct tape 
and polyethylene sheeting, on hand.

❍	Identifying procedures for purging after an internal release 
(i.e., opening windows and doors, turning on smoke fans, air 
handlers, and fans that were turned off) to exhaust and purge 
the building. 

❍	Identifying sheltering rooms (i.e., interior rooms having 
a lower air exchange rate) that may provide a higher 
level of passive protection. It may be desirable to go to a 
predetermined sheltering room (or rooms) and:

•   Shut and lock all windows and doors

•   Seal any windows and vents with plastic sheeting and 
duct tape

Building Terrorism Mitigation – Blast and CBR Measures – F04-002 

 

5-4

 



•   Seal the door(s) with duct tape around the top, 
bottom, and sides

•   Firmly pack dampened towels along the bottom of 
each door

•   Turn on a TV or radio that can be heard within the 
shelter and listen for further instructions

•   When the “all clear” is announced, open windows and 
doors

Important considerations for use of sheltering in place are that 
stairwells must be isolated by closed fire doors, elevators must 
not be used, and clear evacuation routes must remain open if 
evacuation is required. Escape hoods may be needed if the only 
evacuation routes are through contaminated areas. 

One final consideration for sheltering in place is that occupants 
cannot be forced to participate. It is important to develop a plan 
in cooperation with likely participants and awareness training pro-
grams that include discussions of sheltering in place and events 
(CBR attacks, hazardous material releases, or natural disasters) 
that might make sheltering preferable to evacuation. During an 
event, some building protective action plans call for making a con-
cise information announcement, and then giving occupants 3 to 5 
minutes to proceed to the sheltering area or evacuate the building 
before it is sealed. Training programs and information announce-
ments during an event should be tailored to help occupants to 
make informed decisions.

5.3   PERSONAL PROTECTIVE EQUIPMENT

A wide range of individual protection equipment is available, 
including respirators, protective hoods, protective suits, CBR 
detectors, decontamination equipment, etc. The DOJ, National 
Institute of Justice (NIJ), Guide for the Selection of Personal Protec-
tive Equipment for Emergency First Responders (NIJ Guide 102-00, 
Volumes I-IV) provides summarizes and evaluates a wide range of 
personal protective equipment. The U.S. Joint Service Materiel 
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Group (JSMG) has sponsored the Nuclear Biological Chemical 
(NBC) Industry Group to produce a catalogue of CBR products 
and services manufactured and provided by companies in the 
United States. 

Of particular note, new models of universal-fit escape hoods have 
been developed for short-duration “escape-only” wear to protect 
against chemical agents, aerosols (including biological agents), and 
some toxic industrial chemicals. These hoods are compact enough 
to be stored in desks or to be carried on the belt. They should be 
stored in their sealed pouches and opened only when needed. 
Most of these hoods form protective seals at the neck and do not 
require special fitting techniques or multiple sizes to fit a large 
portion of the population. Training is required to use the hoods 

properly. Depending on hood design, 
the wearer must breathe through a 
mouth bit or use straps to tighten a 
nose cup around the nose and mouth 
(see Figure 5-1). 

The protective capability and shelf life 
of these hoods varies with the design. 
The filters of the hoods contain both 
high efficiency particulate air (HEPA) 
filters and packed carbon beds, so 
they will remove chemical and bio-
logical aerosols, as well as chemical 
vapors and gases. Although the carbon 
filters are designed to filter a broad 
range of toxic chemicals, they cannot 
filter all chemicals. An important 
consideration in planning for use of 
escape hoods is that their filters are 
not effective against certain chemi-
cals of high vapor pressure. Chemical 
masks provide no protection against 
carbon monoxide, which is produced 
in fires. Manufacturers’ data should be Figure 5-1        Universal-fit escape hood
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checked closely when ordering. Other escape hoods are available 
that employ compressed oxygen cylinders, rather than air filters, 
to provide eye and respiratory protection for very short periods. 

There are no government standards for hoods intended for pro-
tection against the malicious use of chemical or biological agents. 
In selecting an escape hood, a purchaser should, therefore, re-
quire information on laboratory verification testing. Plans should 
be made for training, fitting, storing, and maintaining records rela-
tive to storage life, and there should be procedures for instructing 
building occupants as to when to put on the hoods. Wearing a 
mask can cause physiological strain and may cause panic or stress 
that could lead to respiratory problems in some people. Finally, it 
should be recognized that no single selection of personal protec-
tive equipment is effective against every possible threat. Selection 
must be tied to specific threat/hazard characteristics.

5.4   AIR FILTRATION AND PRESSURIZATION

Among the various protective measures for buildings, high efficiency 
air filtration/cleaning provides the highest level of protection against 
an outdoor release of hazardous materials. It can also provide con-
tinuous protection, unlike other approaches for which protective 
measures are initiated upon detecting an airborne hazard. 

Two basic methods of applying air filtration to a building are 
external filtration and internal filtration. External filtration in-
volves drawing air from outside, filtering and/or cleaning it, and 
discharging the air inside the building or protected zone. This 
provides the higher level of protection, but involves substantially 
higher costs. Internal filtration involves drawing air from inside 
the building, filtering and/or cleaning it, and discharging the air 
back inside the building. 

The relative levels of protection of the two methods can be illus-
trated in terms of protection factor, and the ratio of external dose 
and internal dose (concentration integrated over time). External 
filtration systems with high efficiency filters can yield protection 
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factors greater than 100,000. For internal filtration, the protection 
factors are likely to be less and are highly variable. The protection 
of internal filtration varies with a number of factors, including 
those listed in sheltering in place, the efficiency of the filter, flow 
rate of the filter unit, and size of the room or building in which 
the filter unit operates. 

5.4.1  Air Filtration and Cleaning Principles

Air filtration is the removal of particulate contaminants from the 
air. Air cleaning is the removal of gases or vapors from the air. 
The collection mechanisms for these two types of systems are very 
different.

Particulate Air Filters. Particulate air filters consist of fibrous ma-
terials (see Figure 5-2), which capture aerosols. Their efficiency 
will depend on the size of the aerosol, the type of filter, the ve-
locity of the air, and the type of microbe. The basic principle of 
particulate air filtration is not to restrict the passage of particles 

by the gap between fibers, but 
by altering the airflow stream-
lines. The airflow will slip 
around the fiber, but higher 
density aerosols and particu-
lates will not change direction 
as rapidly. 

Four different collection 
mechanisms govern particulate 
air filter performance: iner-
tial impaction, interception, 
diffusion, and electrostatic at-
traction (see Figure 5-3). The 
first three mechanisms are the 
most important for mechanical 
filters and are influenced by 
particle size. Impaction oc-
curs when a particle in an air 
stream passing around a filter 

Figure 5-2        Scanning electron microscope image of a 
polyester-glass fiber filter

SOURCE: CDC/NIOSH PUBLICATION NO. 2003-136, GUIDANCE FOR FILTRATION 
AND AIR CLEANING SYSTEMS TO PROTECT BUILDING ENVIRONMENTS FROM 
AIRBORNE CHEMICAL, BIOLOGICAL, OR RADIOLOGICAL ATTACKS, APRIL 2003

Airborne contaminants can 

be gases, vapors, or aerosols 

(small solid and liquid 

particles). Most biological and 

radiological agents are aerosols, 

whereas most chemical warfare 

agents are gaseous.
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fiber, because of its inertia, deviates 
from the air stream and collides with 
a fiber. Interception occurs when 
a particle in the air stream passing 
around filter fibers comes in contact 
with a fiber because of its size. Impac-
tion and interception are dominant 
for large particles (> 0.2 microns). 
Diffusion occurs when the random 
(Brownian) motion of a particle 
causes that particle to contact a fiber. 
Diffusion is the dominant collection 
mechanism for smaller particles (< 
0.2 microns). The combined effect 
of these three collection mechanisms 
results in the classic collection effi-
ciency curve that is shown in Figure 
5-4. The fourth mechanism, electro-
static attraction, plays a minor role in 
mechanical filtration because, after 
fiber contact is made, small particles 
are retained on the fibers by a weak 
electrostatic force. 

Electrostatically enhanced filters 
are different from electrostatic pre-
cipitators, also known as electronic air cleaners. Electrostatic 
precipitators require electrical power and charged plates to 
attract and capture particles. In electrostatic filters, the elec-
trostatically enhanced fibers actually attract the particles to the 
fibers, in addition to retaining them. Electrostatic filters use po-
larized fibers to increase the collection efficiency, typically have 
less packing density, and consequently will have a much lower 
pressure drop than a similar efficiency mechanical filter. 

Particulate air filters are classified as mechanical filters or elec-
trostatic filters. As a mechanical filter loads with particles over 
time, its collection efficiency and pressure drop typically in-

Figure 5-3        Four primary filter collection mechanisms

SOURCE: CDC/NIOSH PUBLICATION NO. 2003-136, GUIDANCE FOR 
FILTRATION AND AIR CLEANING SYSTEMS TO PROTECT BUILDING 
ENVIRONMENTS FROM AIRBORNE CHEMICAL, BIOLOGICAL, OR 
RADIOLOGICAL ATTACKS, APRIL 2003
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crease. The pressure drop 
caused by particulate air 
filters must be taken into 
account in HVAC system 
design. Higher capacity 
fan units may be needed 
to overcome increased 
resistance caused by 
higher efficiency filters. 
Eventually, the increased 
pressure drop signifi-
cantly inhibits airflow, 
and the filters must be 
replaced. For this reason, 
pressure drop across me-
chanical filters is often 
monitored because it 
indicates when to replace 
filters. Conversely, electro-
static filters may lose their 

collection efficiency over time when exposed to certain chemicals, 
aerosols, or high relative humidities. Pressure drop in an electro-
static filter generally increases at a slower rate than it does in a 
mechanical filter of similar efficiency. Thus, unlike the mechanical 
filter, pressure drop for the electrostatic filter is a poor indicator 
of the need to change filters. Periodic aerosol measurements may 
be appropriate to verify their performance. When selecting an 
HVAC filter, the differences between mechanical and electrostatic 
filters will have an impact on the filter’s performance (collection 
efficiency over time), as well as on maintenance requirements 
(change-out schedules).

Particulate air filters are commonly rated based on their 
collection efficiency, pressure drop (airflow resistance), and par-
ticulate holding capacity. Two filter-rating systems are currently 
used in the United States, the American Society of Heating, Re-
frigerating, and Air-conditioning Engineers (ASHRAE) Standard 
52.1-1992 and ASHRAE Standard 52.2-1999. Standard 52.1 mea-

Figure 5-4        Classic collection efficiency curve

SOURCE: CDC/NIOSH PUBLICATION NO. 2003-136, GUIDANCE FOR FILTRATION 
AND AIR CLEANING SYSTEMS TO PROTECT BUILDING ENVIRONMENTS FROM 
AIRBORNE CHEMICAL, BIOLOGICAL, OR RADIOLOGICAL ATTACKS, APRIL 2003
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sures arrestance, dust spot efficiency, and dust holding capacity. 
Arrestance refers to a filter’s ability to capture a mass fraction 
of coarse test dust and is better suited for describing low- and 
medium-efficiency filters. Dust spot efficiency measures a filter’s 
ability to remove particles that tend to soil the interior of build-
ings. Arrestance values may be high even for low efficiency 
filters, and may not adequately differentiate the effectiveness 
of different filters for CBR protection. Dust holding capacity 
is a measure of the total amount of dust a filter is able to hold 
during a dust-loading test.

ASHRAE Standard 52.2 measures particle size efficiency (PSE). 
This newer standard is a more descriptive test, which quantifies 
filtration efficiency in different particle size ranges and is more 
applicable in determining a filter’s effectiveness to capture a 
specific agent. Standard 52.2 reports the particle size efficiency 
results as a minimum efficiency reporting value (MERV) rating 
between 1 and 20. A higher MERV rating indicates a more ef-
ficient filter. The standard provides a table (see Table 5-1) 
showing minimum PSE for three size ranges for each of the 
MERV numbers 1 through 16. Thus, if the size of a contaminant 
is known, an appropriate filter with the desired PSE for that par-
ticular particle size can be identified.

A wide variety of particulate air filters are available to meet many 
specialized needs. They range from the low efficiency dust filters, 
such as roll-type filters used in commercial buildings, to HEPA 
and ultra low penetration air (ULPA) filters used in clean rooms 
and operating rooms (see Figure 5-5). 

HEPA filters are typically rated as 99.97 percent effective in 
removing dust and particulate matter greater than 0.3 micron 
in size. The performance of high efficiency ASHRE filters is de-
fined in terms of their total arrestance. Graphs of filter efficiency 
versus particle size do not constitute performance requirements 
and are merely a convenient way of describing performance (see 
Figure 5-6). Filters with the same total arrestance may have dif-
ferent performance curves. 
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Figure 5-5  
A bag filter and HEPA filter 

SOURCE: TRION INCORPORATED

Table 5-1: Comparison of ASHRAE Standards 52.1 and 52.2

ASHRAE 52.2 ASHRAE 52.1
Particle Size 
Range, µm ApplicationsParticle Size Range Test

MERV 3 to 10 µm 1 to 3 µm 0.3 to 1 µm Arrestance Dust Spot
1 < 20% - - < 65% < 20%

> 10

Residential,
light, 

pollen,
dust mites

2 < 20% - - 65 - 70% < 20%
3 < 20% - - 70 - 75% < 20%
4 < 20% - - > 75% < 20%
5 20 - 35% - - 80 - 85% < 20%

3.0 - 10
Industrial,

dust, molds,
spores

6 35 - 50% - - > 90% < 20%
7 50 - 70% - - > 90% 20 - 25%
8 > 70% - - > 95% 25 - 30%
9 > 85% < 50% - > 95% 40 - 45%

1.0 – 3.0
Industrial,
Legionella,

dust

10 > 85% 50 - 65% - > 95% 50 - 55%
11 > 85% 65 - 80% - > 98% 60 - 65%
12 > 90% > 80% - > 98% 70 - 75%
13 > 90% > 90% < 75% > 98% 80 - 90%

0.3 – 1.0
Hospitals,

Smoke removal, 
bacteria

14 > 90% > 90% 75 - 85% > 98% 90 - 95%
15 > 90% > 90% 85 - 95% > 98% ~95%
16 > 95% > 95% > 95% > 98% > 95%
17 - - ≥ 99.97% - -

< 0.3

Clean rooms,
Surgery,

chem-bio,
viruses

18 - - ≥ 99.99% - -
19 - - ≥ 99.999% - -
20 - - ≥ 99.9999% - -

Note:  This table is adapted from American Society of Heating, Refrigerating, and Air-conditioning Engineers (ASHRAE) Standard 52.2: Method of 
Testing General Ventilation Air-cleaning Devices for Removal Efficiency by Particle Size, Atlanta, GA., 1999 and Spengler, J.D., Samet, J.M., and 
McCarthy, J.F., Indoor air quality Handbook, New York, NY: McGraw-Hill, 2000.
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Figure 5-6        Comparison of filter collection efficiency based on particle size

Figure 5-7 is the characteristic performance curve of a typical 
HEPA filter with the design point indicated. The dip between 0.1 
and 0.3 microns represents the most penetrating particle size. 
Many bacteria and viruses fall into this size range. Fortunately, 
microbes in this range are also vulnerable to ultraviolet radiation. 
For this reason, many health care facilities couple particulate air 
filters with ultraviolet germicidal irradiation (UVGI). UVGI will be 
discussed later in this section. 

Sorbent Filters. Particulate filters are not intended to remove 
gases and vapors. Sorbent filters use one of two mechanisms for 
capturing and controlling gas-phase air contaminants, physical ab-
sorption or chemisorption. 

Both mechanisms remove specific types of gas-phase contaminants 
in indoor air. Unlike particulate filters, sorbents cover a wide 
range of highly porous materials (see Figure 5-8), ranging from 
simple clays and carbons to complex engineered polymers. Many 
sorbents, with the exception of those that are chemically active, 
can be regenerated by application of heat or other processes. 

SOURCE: CDC/NIOSH 
PUBLICATION NO. 2003-136, 
GUIDANCE FOR FILTRATION 
AND AIR CLEANING SYSTEMS 
TO PROTECT BUILDING 
ENVIRONMENTS FROM 
AIRBORNE CHEMICAL, 
BIOLOGICAL, OR RADIOLOGICAL 
ATTACKS, APRIL 2003
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Figure 5-7        Typical performance of a HEPA 99.97%

Figure 5-8        Scanning electron microscope image of 
activated carbon pores

SOURCE: CDC/NIOSH PUBLICATION NO. 2003-136, GUIDANCE FOR FILTRATION AND AIR 
CLEANING SYSTEMS TO PROTECT BUILDING ENVIRONMENTS FROM AIRBORNE CHEMICAL, 
BIOLOGICAL, OR RADIOLOGICAL ATTACKS, APRIL 2003
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Understanding the precise removal mechanism for gases and 
vapors is often difficult due to the nature of the adsorbent and 
the processes involved. Although knowledge of adsorption 
equilibrium helps in understanding vapor protection, filter per-
formance depends on such properties as mass transfer, chemical 
reaction rates, and chemical reaction capacity. Some of the most 
important parameters include the following:

❍ Breakthrough concentration. Breakthrough concentration 
is the downstream contaminant concentration, above which 
the sorbent is considered to be performing inadequately. Its 
concentration indicates the agent has broken through the 
sorbent, which is no longer providing maximum protection. 
This parameter is a function of loading history, relative 
humidity, and other factors.

❍ Breakthrough time. Breakthrough time is the elapsed time 
between initial contact of the toxic agent, at a reported challenge 
concentration, with the upstream surface of the sorbent bed and 
the time at which the breakthrough concentration occurs on the 
downstream side of the sorbent bed.

❍ Challenge concentration. Challenge concentration is the 
airborne concentration of the hazardous agent entering the 
sorbent. 

❍ Residence time. Residence time is the length of time that the 
hazardous agent spends in contact with the sorbent. This term 
is generally used in the context of superficial residence time, 
which is calculated on the basis of the adsorbent bed volume 
and the volumetric flow rate.

❍ Mass transfer zone or critical bed depth. Mass transfer zone 
or critical bed depth are interchangeably used terms. They 
refer to the adsorbent bed depth required to reduce the 
chemical vapor challenge to the breakthrough concentration. 
When applied to the challenge chemicals that are removed by 
chemical reaction, mass transfer is not as precise a descriptor, 
but is often used in that context. The portion of the adsorbent 
bed not included in the mass transfer zone is often termed 
the capacity zone.
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Choosing the appropriate sorbent or sorbents for an airborne 
contaminant is a complex decision that involves many factors. 
The installation of sorbent filters for the removal of gaseous con-
taminants from a building’s air is a less common practice than the 
installation of particulate filtration. Sorbents have different affini-
ties, removal efficiencies, and saturation points for each chemical 
agent. The EPA states that a well-designed adsorption system 
should have removal efficiencies ranging from 95 percent to 98 
percent for industrial contaminant concentrations in the range 
of 500 to 2,000 ppm; higher collection efficiencies are needed 
for high toxicity CBR agents. Sorbent physicochemical proper-
ties (e.g., pore size and shape, surface area, pore volume, and 
chemical inertness) all influence the ability of a sorbent to collect 
gases and vapors. Sorbent manufacturers have published extensive 
information regarding the proper use of gas-phase sorbents, based 
upon contaminants and conditions. The air contaminant’s con-
centration, molecular weight, molecule size, and temperature are 
all important.

Sorbents are rated in terms of adsorption capacity (i.e., the amount 
of the chemical that can be captured) for many chemicals. This ca-
pacity rises as concentration increases and temperature decreases. 
The rate of adsorption (i.e., the efficiency) falls as the amount of 
contaminant captured grows. Adsorption capacity information 
(available from manufacturers, scientific literature, and the In-
ternet) allows users to predict the service life of a sorbent bed. 

Gases are removed in the sorbent bed’s mass transfer zone. As the 
sorbent bed removes gases and vapors, the leading edge of this 
zone is saturated with the contaminant, while the trailing edge is 
clean, as dictated by the adsorption capacity, exposure history, and 
filtration dynamics. Significant quantities of the air contaminant 
may pass through the sorbent bed if breakthrough occurs. Break-
through may be avoided by selecting the appropriate quantity of 
sorbent and performing regular maintenance.

Activated carbon (see Figure 5-9) is the most common sorbent. 
The huge surface area of activated carbon gives it countless 
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bonding sites. Typically, the pores in highly activated 
carbon have a total surface area of over 1,000 square 
meters per gram. Common substances used as a base 
material for producing carbon are wood, coal, and 
coconut shell. Impregnating carbon with special 
chemicals can enhance the absorption of specific 
gases. A broad-based chemical addition typically used 
is copper-silver-zinc-molybdenum-triethylenediamine 
(ASZM-TEDA). Both the DOS and DoD currently rec-
ommend ASZM-TEDA sorbent for collecting classical 
chemical warfare agents.

Sorbent filters should be located downstream of the particulate 
filters. This arrangement allows the sorbent to collect vapors gen-
erated from liquid aerosols collected on the particulate filter and 
reduces the amount of particulate reaching the sorbent. Gas-phase 
contaminant removal can potentially be a challenging and costly 
undertaking, and different factors should be addressed. 

All sorbents have limited adsorption capacities and require sched-
uled maintenance. The effective residual capacity of an activated 
carbon sorbent bed is not easily determined while in use, and 
saturated sorbents can re-emit collected contaminants. Sorbent 
life depends upon bed volume or mass, along with shape, which 
influences airflow through the sorbent bed. Chemical agent con-
centrations and other gases (including humidity) affect the bed 
capacity. Because of differences in affinities, it is possible that 
one chemical may displace another chemical, which can be re-
adsorbed downstream or forced out of the bed. Most sorbents 
come in pellet form, which makes it possible to mix them. Mixed- 
and/or layered-sorbent beds permit effective removal of a broader 
range of contaminants than possible with a single sorbent. Many 
sorbents can be regenerated, and it is important to closely follow 
manufacturers’ guidance to ensure that sorbents are replaced or 
regenerated in a safe and effective manner.

Some chemically active sorbents are impregnated with strong 
oxidizers, such as potassium permanganate. The adsorbent part 

Figure 5-9 Charcoal filter beds

SOURCE: FLANDERS CORPORATION
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of the bed captures the target gas and gives the oxidizer time to 
react and destroy other agents. Chemically active sorbents should 
not be reused because the oxidizer is consumed over time. If the 
adsorbent bed is exposed to high concentrations of vapors, exo-
thermic adsorption could lead to a large temperature rise and 
filter bed ignition. This risk can be exacerbated by the nature 
of impregnation materials. It is well known that lead and other 
metals can significantly lower the spontaneous ignition tem-
perature of a carbon filter bed. Sorbent bed fires are extremely 
dangerous, and steps should be taken to avoid this hazard. These 
systems should be located away from heat sources and automatic 
shut-off and warning capabilities should be included in the system.

Air Filtration Considerations. In addition to proper filter or sor-
bent selection, the following must be considered when installing 
or upgrading filtration systems:

❍ Filter bypass is a common problem found in many HVAC 
filtration systems. It occurs when air, rather than moving 
through the filter, goes around it, decreasing collection 
efficiency and defeating the intended purpose of the filtration 
system. Filter bypass is often caused by poorly fitting filters, 
poor sealing of filters in their framing systems, missing 
filter panels, or leaks and openings in the air handling unit 
downstream of the filter bank and upstream of the blower. 
Simply improving filter efficiency without addressing filter 
bypass provides little, if any, improvement to system efficiency.

❍ Cost is another issue affected by HVAC filtration systems. 
Both first and life-cycle costs should be considered (e.g., 
initial installation, replacement, operating, maintenance, 
etc.). Not only are higher-efficiency filters and sorbent 
filters more expensive than the filters traditionally used in 
HVAC systems, but fan units may also need to be upgraded 
to handle the increased pressure drop associated with the 
upgraded filtration systems. Although improved filtration will 
normally come at a higher cost, many of these costs can be 
partially offset by the beneficial effects, such as cleaner (and 

Building Terrorism Mitigation – Blast and CBR Measures – F04-002 

 

5-18

 



5-18 CHEMICAL, BIOLOGICAL, AND RADIOLOGICAL MEASURES

SOURCE: LUMALIER 
INCORPORATED

more efficient) HVAC components and improved indoor 
environmental quality.

❍ Filtration and air-cleaning affect only the air that passes 
through the filtration and air-cleaning device, whether it is 
outdoor air, recirculated air, or a mixture of the two. Building 
envelopes in residential and commercial buildings are, in 
general, quite leaky, and significant quantities of air can 
infiltrate the building envelope with minimal filtration. Field 
studies have shown that, unless specific measures are taken to 
reduce infiltration, as much air may enter a building through 
infiltration as through the mechanical ventilation system. 
Therefore, building managers should not expect filtration 
alone to protect a building from outdoor releases, particularly 
for systems in which no make-up air or inadequate over-
pressure is present. Instead, filtration in combination with 
other steps, such as building pressurization and tightening 
the building envelope, should be considered to increase the 
likelihood that the air entering the building actually passes 
through the filtration and air-cleaning systems.

Ultraviolet Germicidal Irradiation (UVGI). UVGI has long 
been used in laboratories and health care facilities. Ultraviolet 
radiation in the range of 2,250-3,020 Angstroms is lethal to micro-
organisms. All viruses and almost all bacteria (excluding spores) 
are vulnerable to moderate levels of UVGI exposure. Spores, 
which are larger and more resistant to UVGI than most bacteria, 
can be effectively removed through high efficiency air filtration. 
For these reasons, today most UGVI systems are installed in con-
junction with high efficiency filtration systems in many health 
care facilities. 

Ultraviolet (UV) lamps resemble ordinary fluorescent lamps (see 
Figure 5-10), but are specially designed to emit germicidal UV and 
include a glass envelope to filter out harmful, ozone forming radia-
tion. The lamps are available in a variety of sizes and shapes and 
must be mounted in special housings and located so that people 
are not exposed to direct irradiation. Newer more advanced 
compact UV tubes provide higher output in the UV-C bandwidth 

Figure 5-10      
UVGI array used for air 
disinfection with reflective 
surfaces
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(253.7 nanometer wavelength) and increased reliability. UVGI 
safety measures, such as duct access interlocks that turn off the 
lamps when the duct housing is opened, should be used. 

Manufacturers offer UVGI systems suitable for in-duct or large 
plenum installations. Retrofitting UVGI systems can also be rela-
tively simple if sufficient space is available. There are UV lamps 
that can be mounted externally in ductwork and pressure losses 
across such lamps are often negligible. When installing a UVGI 
system, attention must be paid to maintaining design air velocity 
and temperature of the UV lamps. Cooling the plasma inside a UV 
lamp can significantly affect its UV output. Polished aluminum re-
flective panels can also be used to increase the intensity of a UVGI 
field in an enclosed duct or chamber. The design velocity for a 
typical UVGI unit is similar to that of particulate filters (about 400 
feet per minute). It is very important to properly design and in-
stall UVGI systems in order to obtain the desired effects. Improper 
systems may provide a false sense of protection. For a discussion of 
the factors that should be considered when designing and sizing 
a UVGI system, additional information can be found in W. J. Kow-
alski, Immune Building Systems Technology (McGraw Hill, 2003).

A design utilizing a combination of filtration and UVGI can be 
very effective against biological agents. Smaller microbes, which 
are difficult to filter out, tend to be more susceptible to UVGI; 
while larger microbes, such as spores, which are more resistant to 
UVGI, tend to be easier to filter out. 

5.4.2  Applying External Filtration 

Applying external filtration to a building requires modifica-
tions to the building’s HVAC system and electrical system, and it 
also usually requires minor architectural changes to reduce air 
leakage from the selected protective envelope. These changes 
are necessary to ensure that, when the protective system is in 
operation, all outside air enters the building through the filters. 
The air exchange that normally occurs due to wind, chimney 
effect, and operation of fans must be reduced to zero. This is 
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Figure 5-11 
A military FFA 580 air filtration system containing 
both a HEPA filter and an ASZM-TEDA carbon 
adsorber as part of an overpressure system

achieved mainly by introducing filtered air at a rate sufficient to 
produce an overpressure in the building and create an outward 
flow through all cracks, pores, seams, and other openings in the 
building envelope. For standby systems, dampers are normally 
required to tighten the envelope in transitioning to the protec-
tive mode. The level of overpressure required varies with weather 
conditions and height of the building. 

The capacity of filtration units needed for protection is determined 
by the leakage characteristics and size of the building. The cost of 
installing a high efficiency filtration system varies directly with the 
leakage rate; higher leakage rate equals higher costs, and the need 
for additional heating and cooling capacity for the filtered air. 

Filtration system capacity must be matched to the leakage of the 
building to achieve maximum protection. Fan-pressurization tests 
are usually performed on buildings to determine their normalized 
leakage rates. Nominal data on the leakage rates of various types 
of buildings are available in the U.S. Army Corps of Engineers 
Engineering Technical Letter (ETL) 1110-3-498, Design of Collec-
tive Protection Shelters to Resist Chemical, Biological, and Radiological 
(CBR) Agents, (February 24, 1999) and 
can be used to estimate the leakage rate 
of a building.  

For a terrorist threat, the U.S. Army 
Corps of Engineers recommends a 
minimum HVAC CBR filtration system 
overpressure goal of 5 Pa (0.02 inch water 
gauge [wg]). This overpressure corre-
sponds to an impact pressure normal to a 
wall from a 12-km/hr (7-mph) wind. After 
installation of an overpressure system (see 
Figure 5-11), it is possible that a pressure 
greater than 5 Pa (0.02 inch wg) will be 
achieved. A higher pressure provides a 
higher factor of safety and should not be 
intentionally lowered.
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1 W. J. Kowalski, W. P. Bahnfleth, and T. S. Whittam, Filtration or Airborne Microorganisms: Modeling and Prediction  
http://www.engr.psu.edu/ae/wjk/fom.html.

2 W. J. Kowalski, Defending Buildings Against Bioterrorism, Engineering Systems, September 30, 2002 
http://www.esmagazine.com/CDA/ArticleInformation/features/BNP_Features_Item/0,2503,84858,00.html.

Currently, there are no criteria or guidance for the performance 
of filtration systems designed for protecting building occupants 
against CBR agents. The U.S. military has issued very conservative 
criteria in the ETL referenced above, which is not based on ana-
lytical or empirical research. Recent research in the field suggests 
significant levels of protection can be achieved with medium to 
high efficiency filters (see Figure 5-12), especially when used in 
combination with UVGI.1 In a recent simulation in the Architec-
tural Engineering Department of Pennsylvania State University, 
various combinations of MERV and UVGI Rating Values (URV) 
systems were modeled for a 20-story building subject to releases of 
anthrax, smallpox, and botulinum. No significant benefits were 
shown for filtration/URV levels beyond MERV 13/URV 13.2

Figure 5-12      
A commercial air filtration 
unit

 SOURCE: TRION INCORPORATED
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Various types of high efficiency filter systems, both commercial 
and military, have been used for building protection. The current 
DoD recommended carbon for filtering a broad range of toxic 
chemical vapors and gases is ASZM-TEDA carbon per military 
specification EA-C-1704A maintained by the U.S. Army Edgewood 
Chemical Biological Center, Aberdeen Proving Ground, MD. 

High efficiency air filtration can be most economically applied 
by integrating it into the HVAC system in the design of new con-
struction. Application of filtration systems in retrofit involves 
greater costs.

Filter systems can be applied to protect either all or part of a 
building. At least part of the building is always excluded from 
the envelope being protected (i.e., areas having or requiring 
high rates of air exchange with the outdoors, such as mechanical 
rooms containing boilers or generators and receiving areas). Me-
chanical rooms that contain air handling units must be included 
within the protective envelope. Filter systems may be designed 
to operate on either a continuous duty cycle or on standby. The 
assumption with the latter is that they will be turned on when 
there is greater likelihood of an airborne hazard occurring. 

The disadvantage of external air filtration is its high costs for 
hardware, installation, operation, and maintenance. The main 
cost component of operating the filter units is the electrical 
power required to force air through the filters. The airflow 
resistance of HEPA filters is typically about 1 inch wg, and this 
resistance increases steadily as the filter loads with dust or other 
fine particles in service. For high efficiency carbon filters, the 
pressure drop may range from about 1 to 4 inch wg. Mainte-
nance costs involve periodic filter replacement. Particulate filter 
change-out is generally based on the airflow resistance rising to 
unacceptable levels.

There is no simple means for determining how much capacity 
remains in a carbon filter. Because the service life varies with the 
environment in which it operates, it can be replaced according 
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to time in service using a conservative estimate, or its remaining 
capacity can be measured by the use of test canisters. With the 
reserve capacity normally designed into carbon filters, a filter 
can maintain efficiency greater than 99.999 percent for about 
3 years of continuous use with ASZM-TEDA carbon, depending 
upon the quality of air in the environment it operates. 

5.4.3  Applying Internal Filtration 
(Recirculation Filter Units) 

Internal filtration can be applied much more easily, in many cases 
without any modifications to the building or installation costs; 
however, it provides a much lower level of protection against an 
external release than does high efficiency external filtration. One 
advantage of internal filtration is in purging contaminants from 
a building following an internal release. Also referred to as recir-
culation filtering, the protection it provides against an external 
release is dependent upon the rate at which air in the building 
envelope is exchanged with outdoor air. The tighter the building, 
the greater the protection achieved with internal filtration.

Recirculation filter units can be employed to increase protection 
achieved by sheltering in place. This involves the use of free-
standing units referred to as indoor air purifiers or indoor air 
quality filter units. Many of these contain filters for removal of both 
aerosols and chemicals vapors. These typically have high efficiency 
filters for the removing aerosols (HEPA filters); however, the chem-
ical filters are of relatively low efficiency, typically ranging from less 
than 50 percent to as high as 99 percent. Because of the relatively 
high efficiency of the HEPA filter versus the carbon filter, typically 
available in recirculation filter units, these units can provide a 
higher level of protection against an aerosol than against chemical 
vapors. The carbon filters also do not typically contain the im-
pregnated carbon capable of removing chemicals of high vapor 
pressure. Manufacturers provide guidance on the size of room a 
single unit will accommodate. Because these filters are designed 
mainly for filtering pollen and dust and removing odors, there are 
no claims or guidance as to their protective capability. 
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Internal filtration can also be applied by simply installing higher 
efficiency particulate filters and/or carbon filters in place of stan-
dard dust filters in air handling units. Air handling units are not 
designed, however, to accommodate the large increase in airflow 
resistance a high efficiency filter or carbon filter would add. The 
capability of the existing air handling unit must be examined be-
fore such installations are attempted. In typical air handling units, 
dust filter slots allow relatively high bypass around the filter media, 
reducing overall efficiency of the HEPA filters. Internal filtration 
protection against biological agents can also be enhanced through 
the installation of an UVGI system as discussed earlier. 

5.4.4  Radiological Hazards

Radiological hazards can be divided into three general forms: 
alpha, beta, and gamma radiation, which are emitted by radio-
isotopes that may occur as an aerosol, be carried on particulate 
matter, or occur in a gaseous state. Alpha particles, consisting of 
two neutrons and two protons, are the least penetrating and the 
most ionizing form of radiation. They are emitted from the nu-
cleus of radioactive atoms and transfer their energy at very short 
distances. Alpha particles are readily shielded by paper or skin and 
are most dangerous when inhaled and deposited in the respira-
tory tract. Beta particles are negatively charged particles emitted 
from the nucleus of radioactive atoms. Beta particles are more 
penetrating than alpha particles, presenting an internal exposure 
hazard. They can penetrate the skin and cause burns. If they con-
tact a high density material, they may generate x-rays also known 
as “Bremmstrahlung radiation.” Gamma particles are emitted 
from the nucleus of an atom during radioactive decay. Gamma ra-
diation can cause ionization in materials and biological damage to 
human tissues, presenting an external radiation hazard. 

There are three primary scenarios in which radioactive materials 
could be dispersed by a terrorist: use of conventional explosives or 
other means to spread radioactive materials (a dirty bomb), attack 
on a fixed nuclear facility, and use of a nuclear weapon. In any of 
these events, filtration and air cleaning devices would be ineffec-
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tive at stopping the radiation itself; however, they would be useful 
in collecting the material from which the radiation is emitted. 
Micrometer-sized aerosols from a radiological event are effectively 
removed from air streams by HEPA filters. This collection could 
prevent distribution throughout a building; however, decontami-
nation of the HVAC system would be required.

5.5   EXHAUSTING AND PURGING

Turning on building ventilation fans and smoke-purge fans is a 
protective action for purging airborne hazards from the building 
and reducing occupant exposure, but it is mainly useful when the 
source of the hazard is indoors. 

Purging must be carefully applied with regard to the location of 
the source and the time of the release. It must be clear that the 
source of the hazard is inside the building and, if not, purging 
should not be attempted. If the hazardous material has been 
identified before release or immediately upon release, purging 
should not be employed, because it may spread the hazardous 
material throughout the building or HVAC zone. In this case, all 
air handling units should be turned off to isolate the hazard while 
evacuating or temporarily sheltering in place. 

Additionally, the ventilation system and smoke purge fans can be 
used to purge the building following an external release after the 
hazard outdoors has dissipated, and it has been confirmed that 
the agent is no longer present near the building. 

5.6   CBR DETECTION

Most strategies for protecting people from airborne hazards 
require a means of detection (i.e., determining that a hazard 
exists). Although effective and inexpensive devices are widely 
available to detect, for example, smoke and carbon monoxide, 
there are no detectors that can rapidly alert occupants to a broad 
range of chemical and biological hazards.
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Chemical detection technology has improved vastly since Op-
eration Desert Storm, where many military detection systems 
experienced high false alarm rates, but biological detection 
technology has not matured as fast. Biological signatures are not 
as distinctive as chemical signatures and can take 30 minutes or 
more to detect. Biological detection systems are expensive and 
generally require trained specialists to operate. Current chemical 
detectors work in approximately 10 seconds; however, the current 
state of biological and chemical detection is limited to detecting 
specific agents. There currently is no all-inclusive detection system 
available. Wide varieties of efficient radiological detectors have 
been developed for the nuclear industry and are commercially 
available. The NBC Products and Services Handbook, which was 
discussed in Section 5.3, contains a catalogue of CBR detection 
equipment. Additionally, the NIJ has reviewed chemical and bio-
logical detection devices in NIJ Guide 100-00: Guide for the selection 
of Chemical Agent and Toxic Industrial Material Detection Equipment 
for Emergency First Responders, June 2000; and NIJ Guide 101-00: 
An Introduction to Biological Agent Detection Equipment for Emergency 
First Responders, December 2001. 

Chemical Detectors. Driven largely by a desire to protect workers 
from toxic vapors in industrial environments, considerable in-
formation is known on the toxicity of chemical warfare agents, 
which often have dual uses in industry. A variety of detection tech-
nologies exist, ranging from inexpensive manual point detection 
devices (e.g., paper strips and calorimetric tubes) utilizing basic 
chemical reactions to trigger color changes, to sophisticated detec-
tion systems utilizing advanced technologies.

Chemical agents do not possess universal properties that permit 
detection by any single method. Therefore, most chemical detec-
tors are designed to detect specific agents or a group of related 
agents. Most broad range detection systems actually combine 
several different sensors utilizing different technologies and can 
be very expensive and complex. Nevertheless, today there are 
numerous commercially available chemical detectors. The most 
capable detectors utilize ion mobility spectrometry (IMS), surface 
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acoustic wave (SAW), or gas chromatograph/mass spectrometer 
(GC/MS) technologies to detect chemical agents and toxic indus-
trial materials (TIMs).

IMS detectors draw gaseous samples with an air pump into a reac-
tion chamber where a radioactive source ionizes the sample. The 
ionized sample is then injected into a closed drift tube through 
a shutter that isolates the sample from atmospheric air. The drift 
tube has a weak electric field that draws the sample toward an ion 
detector. An electrical charge is generated upon impact with the 
ion detector. The time it takes for species to traverse the field and 
the intensity of the charge generated are used as a means of iden-
tifying the chemical agent. 

SAW detectors consist of piezoelectric crystals coated with a film 
specially designed to absorb chemical agents from the air. They 
typically use multiple piezoelectric crystals coated with different 
polymeric films, each designed to absorb a particular class of vola-
tile compound. The piezoelectric crystals absorb chemical vapors, 
which cause the resonant frequency of the crystal to change. By 
monitoring the resonant frequency of the different piezoelectric 
crystals, a response pattern of the system for a particular vapor is 
generated. Many SAW devices use pre-concentration tubes to re-
duce environmental interferences and increase detector sensitivity.

A GC uses inert gas to transport a sample of air through a long 
chromatographic column. Each molecule sticks to the column 
with a different amount of force and does not travel down the 
column at the same speed as the carrier gas. This causes the 
chemical agents and interferants to come out of the end of the 
column at different times (called the retention time). Because the 
retention time is known for the chemical agents, the signal from 
an associated detector is only observed for a short period starting 
before and ending just after the retention time of the chemical 
agent, eliminating false alarms from similar compounds that have 
different retention times. Using a pre-concentrator specific to the 
analyte can also reduce false alarms caused by interferants.
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Mass spectrometry is a technique that can positively identify a 
chemical agent at very low concentrations. In this technique, a 
volatilized sample is ionized, typically by an electron beam, which 
also causes the molecule to fragment into smaller ionized pieces. 
The ionized molecules and fragments are then passed into a mass 
analyzer that uses electric fields to separate the ions according 
to the ratio of their mass divided by their electric charge. The 
analyzer allows only ions of the same mass over charge ratio to im-
pinge upon the detector. By scanning the electric potentials in the 
mass analyzer, all the different mass/charge ions can be detected. 
The result is a mass spectrum that shows the relative amount and 
the mass of each fragment, and the unfragmented parent mol-
ecule. Because each molecule forms a unique set of fragments, 
mass spectroscopy provides positive identification. To simplify in-
terpretation of the mass spectrum, it is best to introduce only one 
compound at a time. This is often achieved by using a gas chro-
matograph to separate the components in the sample. The end 
of the gas chromatography column is connected 
directly to the inlet of the mass spectrometer. When 
used in combination, a GC/MS is one of the most 
sensitive and discerning tools for identifying chem-
ical and biological compounds; however, it requires 
significant skill to operate and interpret the results.

Today, there are commercially available IMS detec-
tion systems that will detect most chemical agents and 
many TIMs (see Figure 5-13). They are suitable for 
integration into a building's HVAC system, can interface with HVAC 
control systems, have reasonable maintenance requirements (every 3 
months), low false alarm rates, and can be programmed to detect spe-
cific chemical agents. 

Biological Detectors. The current state of biological detection 
technology is very different from that of chemical agent detec-
tion technology. In general, most biological detection systems are 
currently in the research and early development stages. There 
are some commercially available devices that have limited utility 
(responding only to a small number of agents) and are generally 

Figure 5-13      
An IMS chemical detector 
designed for installation in 
HVAC systems   
SOURCE: SMITHS DETECTION
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high cost items. Because commercially available biological warfare 
(BW) detection systems and/or components exhibit limited utility 
in detecting and identifying BW agents and are also costly, it is 
strongly recommended that purchasers be very careful when con-
sidering any device that claims to detect BW agents. 

One reason for the lack of available biological detection equip-
ment is that detection of biological agents requires extremely high 
sensitivity (because of the very low effective dose needed to cause 
infection and spread the disease) and an unusually high degree of 
selectivity (because of the large and diverse biological background 
in the environment). Another reason for the lack of biological de-
tection equipment is that biological agents, compared to chemical 
agents, are very complex systems of molecules, which makes them 
much more difficult to identify. For example, ionization/ion mo-
bility spectrometry, an excellent system for collection, detection, 
and identification of chemical agents, cannot detect or discrimi-
nate biological agents in their current forms. In fact, the need for 
high efficiency collection and concentration of the sample, high 
sensitivities, and high selectivities make almost all chemical detec-
tors in their current form unusable for biological agent detection. 

Because of the need for high selectivity and sensitivity, biological 
detection systems are necessarily complex and expensive devices. In 
general, biological sensors can detect one specific agent, and can 
usually only be used once. Some biological sensors are in current 
use in the food industry. The U.S. military is developing several de-
tection systems that show some promise. However, these systems are 
very complicated, require highly trained operators, extensive main-
tenance, and are extremely expensive to purchase and operate. 

For all these reasons, biological detection technologies will not 
be discussed herein. One alternative could be to use particle 
detectors. In theory, biological agents could be identified by 
a particle detector based on their characteristic size range. In 
fact, most biological detectors use trigger or cue technology to 
identify a change in the particulate background at the sensor to 
trigger the additional components of the detection system into 
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operation. However, in practice, there are numerous problems 
when attempting to identify biological agents with particle detec-
tors. Particulates in the atmosphere originate from a number of 
sources. Dust, dirt, pollen, and fog are all examples of naturally 
occurring particulates found in the air. Manmade particu-
lates such as engine exhaust, smoke, and industrial effluents 
(smokestacks) also contribute significantly to the environmental 
particulate background. The particulate background can change 
on a minute-by-minute basis, depending on the meteorological 
conditions at the time. For example, the particulate background 
next to a road will change dramatically, depending on whether 
there is traffic on the road disturbing the dust, or if the road is 
empty. Likewise, if there is little wind, not many particulates are 
carried into the atmosphere; however, when the wind begins to 
blow, it can carry many particulates from the immediate vicinity, 
as well as from remote locations. The challenge for a biological 
detection system is to be able to discriminate between all of the 
naturally occurring particulates and the biological agent par-
ticulates. Thus, identification of biological agents with particle 
detectors alone may be extremely difficult.

5.7   INDICATIONS OF CBR CONTAMINATION

Most hazardous chemicals have warning properties that provide 
a practical means for detecting a hazard and initiating protective 
actions. Such warning properties make chemicals perceptible; 
for example, vapors or gases can be perceived by the human 
senses (i.e., smell, sight, taste, or irritation of the eyes, skin, or 
respiratory tract) before serious effects occur. The distinction be-
tween perceptible and imperceptible agents is not an exact one. 
The concentrations at which a person can detect an odor vary 
from person to person, and these thresholds also vary relative to 
the concentration that can produce immediate, injurious effects.

Most of the industrial chemicals and chemical-warfare agents are 
readily detectable by smell. Soldiers in World Wars I and II were 
taught to identify, by smell, such agents as mustard, phosgene, 
and chlorine, and this detection method proved effective for 
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determining when to put on and take off a gas mask. An excep-
tion is the chemical-warfare agent sarin, which is odorless and 
colorless in its pure form and, therefore, imperceptible. Among 
the most common toxic industrial chemicals, carbon monoxide 
is one of the few that is imperceptible. 

Biological agents are also imperceptible and there are no detection 
devices that can determine their presence in the air in real time. Cur-
rent methods for detecting bacterial spores, such as anthrax, require 
a trained operator and expensive equipment. It is not currently pos-
sible to base protective responses to biological agents on detection.

Researchers are working on a prototype device to automatically and 
continuously monitor the air for the presence of bacterial spores. 
The device would continuously sample the air and use microwaves 
to trigger a chemical reaction, the intensity of which would corre-
spond to the concentration of bacterial spores in the sample. If an 
increase in spore concentration is detected, an alarm similar to a 
smoke detector would sound and a technician would respond and 
use traditional sampling and analysis to confirm the presence of an-
thrax spores. Researchers hope the device response time will be fast 
enough to help prevent widespread contamination.

In the absence of a warning property, people can be alerted to 
some airborne hazards by observing symptoms or effects in others. 
This provides a practical means for initiating protective actions, 
because the susceptibility to hazardous materials varies from 
person to person. The concentrations of airborne materials may 
also vary substantially within a given building or room, producing 
a hazard that may be greater to some occupants than to others.

Other warning signs of a hazard may involve seeing and hearing 
something out of the ordinary, such as the hiss of a rapid release 
from a pressurized cylinder. Awareness to warning properties, 
signs, and symptoms in other people is the basis of a protective 
action plan. Such a plan should apply four possible protective ac-
tions: sheltering in place, using protective masks, evacuating, and 
purging, as already discussed in this chapter.
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For protection against imperceptible agents, the only practical 
protective measures are those that are continuously in place, such 
as filtering all air brought into the building on a continuous basis 
and using automatic, real-time sensors that are capable of de-
tecting the imperceptible agents.

Chemical, biological, and radiological materials, as well as in-
dustrial agents, may travel in the air as a gas or on surfaces we 
physically contact. Dispersion methods may be as simple as 
placing a container in a heavily used area, opening a container, 
or using conventional (garden)/commercial spray devices, or as 
elaborate as detonating an aerosol. 

Chemical incidents are characterized by the rapid onset (minutes 
to hours) of medical symptoms and easily observed indicators 
(e.g., colored residue, dead foliage, pungent odor, and dead ani-
mals, birds, fish, or insects; see Table 5-2 and Figure 5-14). 

In the case of a biological incident, the onset of symptoms takes 
days to weeks and, typically, there will be no characteristic indica-
tors (see Table 5-3 and Figure 5-15). Because of the delayed onset 
of symptoms in a biological incident, the area affected may be 
greater due to the migration of infected individuals.

In the case of a radiological incident, the onset of symptoms also takes 
days to weeks to occur and typically there will be no characteristic indi-
cators (see Table 5-4 and Figure 5-16). Radiological materials are not 
recognizable by the senses because they are colorless and odorless. 

Specialized equipment is required to determine the size of the af-
fected area and if the level of radioactivity presents an immediate 
or long-term health hazard. Because of the delayed onset of symp-
toms in a radiological incident, the affected area may be greater 
due to the migration of contaminated individuals.
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Table 5-2: Indicators of a Possible Chemical Incident

Dead animals, birds, fish Not just an occasional roadkill, but numerous animals (wild and domestic, small and large), 
birds, and fish in the same area. 

Lack of insect life If normal insect activity (ground, air, and/or water) is missing, check the ground/water surface/
shore line for dead insects. If near water, check for dead fish/aquatic birds. 

Physical symptoms Numerous individuals experiencing unexplained water-like blisters, wheals (like bee stings), 
pinpointed pupils, choking, respiratory ailments, and/or rashes. 

Mass casualties Numerous individuals exhibiting unexplained serious health problems ranging from nausea to 
disorientation to difficulty in breathing to convulsions to death. 

Definite pattern of casualties Casualties distributed in a pattern that may be associated with possible agent dissemination 
methods. 

Illness associated with confined 
geographic area Lower attack rates for people working indoors than those working outdoors, and vice versa. 

Unusual liquid droplets Numerous surfaces exhibit oily droplets/film; numerous water surfaces have an oily film. (No 
recent rain.) 

Areas that look different in 
appearance

Not just a patch of dead weeds, but trees, shrubs, bushes, food crops, and/or lawns that are 
dead, discolored, or withered. (No current drought.) 

Unexplained odors
Smells may range from fruity to flowery to sharp/pungent to garlic/horseradish-
like to bitter almonds/peach kernels to new mown hay. It is important to note 
that the particular odor is completely out of character with its surroundings. 

Low-lying clouds Low-lying cloud/fog-like condition that is not explained by its surroundings. 

Unusual metal debris Unexplained bomb/munitions-like material, especially if it contains a liquid. (No recent rain.) 
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Table 5-3: Indicators of a Possible Biological Incident

Unusual numbers of sick or 
dying people or animals 

Any number of symptoms may occur. As a first responder, strong consideration should be 
given to calling local hospitals to see if additional casualities with similar symptoms have been 
observed. Casualties may occur hours to days or weeks after an incident has occurred. The 
time required before symptoms are observed is dependent on the biological agent used and 
the dose received. Additional symptoms likely to occur include unexplained gastrointestinal 
illnesses and upper respiratory problems similar to flu/colds. 

Unscheduled and unusual spray 
being disseminated Especially if outdoors during periods of darkness. 

Abandoned spray devices Devices will have no distinct odors. 

 

Gases – Toxic and/or Corrosive

Substances – Toxic 
(Non-Combustible)

Gases – Toxic (Corrosive)

Figure 5-14      Placards associated with chemical incidents
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Radioactive Materials

Figure 5-16      Placards associated with radiological incidents

Table 5-4: Indicators of a Possible Radiological Incident

Unusual numbers of sick or 
dying people or animals 

As a first responder, strong consideration should be given to calling local hospitals to see if 
additional casualties with similar symptoms have been observed. Casualties may occur hours to 
days or weeks after an incident has occurred. The time required before symptoms are observed 
is dependent on the radioactive material used and the dose received. Additional symptoms 
likely to occur include skin reddening and, in severe cases, vomiting. 

Unusual metal debris Unexplained bomb/munitions-like material. 

Radiation symbols Containers may display a radiation symbol. 

Heat emitting material Material that seems to emit heat without any sign of an external heating source. 

Glowing material/particles If the material is strongly radioactive, it may emit a radioluminescence. 

 Figure 5-15     Placards associated with biological incidents

Infectious Substances
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